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I. Course Description
1.1 Title of a Course:
The course ‘Software Risk Management’ is offered to the students of the Master’s Program «System and Software Engineering (SSE)» (area code 09.04.04)  at Faculty of Computer Science of the National Research University - Higher School of Economics.

The “Software Risk Management” training course presents the software engineering discipline which is concerned with all aspects of quality software production considering uncertainties and risks from the early stages of system specification through to maintaining the system after it has gone into use.

The course explains that risk management has become more important and more difficult as technology advances have enabled software development organizations to better meet these demands and have created many business opportunities.  It describes a process for managing risks with a proactive approach that embeds risk management practices into every IT and software engineering role, process and review. 

1.2 Pre-requisites:

It is presupposed that all individuals accepted as Master Program students completed corresponding full-time Bachelor degree training programs and were selected (based on the portfolio tenders, or other core performance indices) to continue their MS education in the Program, therefore the students should be familiar with the basics of the following training courses:   a) Object-oriented analysis and programming b) The software testing methodology.
The students will learn how to use the appropriate standards and methodologies, analyze uncertainties, identify potential risks using specific tools and methodologies, conduct assessment and evaluation of risk impact and probability, make the appropriate selection of risk response actions, conduct management actions and provide quality reporting on risk management process of software development during its life cycle.

The Risk Management course explains the discipline’s core principle and how they can be applied in an IT operations environment.

1.3 Course Type:
This compulsory course belongs to special subject curricula unit (М.2 unit/ Base module [Special subject disciplines M.2] of 2018-2019 academic year's working syllabus) covered by the list of training courses of master's program (2nd year of studies).
The duration of the course amounts to 40 class periods (both lecture and seminars) divided into 18 lecture hours and 22 seminar hours. In addition, 150 academic hours are set aside for self-studying of students. Mark check stipulated by the working syllabus consists of one end-of-module control point (MT, end of first module) and final examination (FE) given in the second module.  During the 1st and second module students are working on the home assignment (business-case) to be checked at the end of the first and second module (before the exam).

1.4 Abstract

The training course ‘Software Risk management’ is concerned with theories, methods and tools for professional risk management during software development process. It is based on the training and research materials of Software Engineering Institute (SEI), Guide to Software Engineering by IEEE (SWEBOK),  PMBOK study by Project Management Institute (PMI), Microsoft Solution Framework (MSF)  - Risk Management discipline for operations, which contains important background information for risk management usage in IT operations and process environment.
Modern risk management concerns all aspects of software development: quality, team members, requirements and specification, contractors and 3rd parties, cost, resources. To be effective, team members need to understand the activities performed at each stage in the development cycle and apply appropriate risk management activities. In this course, students analyze, design, implement risk management tools and techniques that meet the software development objective through a simulated case study. They gain hands-on experience performing each role within the risk management process using all the core concepts and skills necessary to engineer and maintain a successful program with limited and predictable risks. 

Software development and technology projects continue to challenge IT – many projects are unsuccessful or squander precisions resources through poor quality results as a consequence of lack of risk management procedures.

The course knowledge is applicable in nearly all software development and IT organizations and examples illustrate situations familiar to e-businesses, service providers, dot com and information technology companies.

Initially the course is aimed at students taking undergraduate and graduate courses and at software engineers in commerce and industry. It may be used in general software engineering courses or in courses such as advanced programming, software specification, and software design or management. 

Also the course is based on the “Analysis and mitigation of risks in complex software programs” book and materials developed by Professor V.V. Lipaev and implemented into SU-HSE being a part of an innovative educational program.

The course is compliant with ISO standards and CMM/CMMI standards for industrial software development. The training materials follow the Software Engineering Education Knowledge (SEEK) knowledge insights, described in Software Engineering paper book.

The training structure meets the requirements of Russian and international standards of software development and the global professional standard ‘Guide to the Software Engineering

Body of Knowledge (SWEBOK) ISO/IEC TR 19759 IEEE’.

The course is aimed at studying the major current approaches to risk management in software engineering processes: identification, analysis and assessment, response planning, monitoring and control. It describes the methods, platforms, technologies and tools, which are applied for all stages of life cycle and covers software risk management at each stage. 
 Learning Objectives
The main objective of the training course is to examine and discuss with students fundamentals and principles of Risk Management (RM) during software development projects, get familiar with common methods and standards of RM, development and evolution of complex risk assessment  and evaluation techniques, analyze trends in available risk management software based on its functionality . 

During the two-module course “Software Risk Management”, the students will:
· Study the place and role of risk management in software engineering development process, place it in a broader systems context and present the concept of risk management processes and management. 

· Get familiar with available standards and methodologies for risk management of  software development projects

· Learn the processes, techniques and deliverables that are associated with risk identification, assessment, response planning and control.

· Acquire skills in software risk management across the software development and maintenance life cycle.

· Get familiar with main risk identification techniques: brainstorming, fishbone, Delphi, SWOT analysis, Crawford cards, etc.

· Focus on techniques for risk assessment: scenario analysis, Decision Tree analysis, modeling techniques such as Monte-Carlo simulation, etc.

· Update and improve the quality of the risk management guidance and examples, applicable to software engineering area. 

· Discover the importance of management topics in software engineering risk management: managing people risks, cost risks, quality risks, process improvement risks configuration risks, technology risks, etc.

· Provide more explicit guidance regarding the responsibility and accountability of risk management activities in IT operations

· Clarify the business value that can be realized by creating a risk management culture and adopting best practices.

 Learning Outcomes
The course is aimed to help students to develop skills that will enable them to construct quality software in time, within scope and fit to specification, and that is reasonably easy to understand, modify and maintain.
At the end of the course the students will acquire theoretical and practical knowledge and will be able to use:

Technical skills

1. Define risk management and explain its importance 

2. Discuss the concepts of risk management methodologies  and risk management processes 

3. Develop and write a risk management plan 

4. Develop and write a risk management Specification  / Register

5. Distinguish and be able to choose appropriate risk management technique 

6. Understand the specifics of software development and IT area and build IT risk classification

7. Conduct a risk management identification and review 

8. Implement risk management tools according to the software development life cycle  

9. Document the outputs of risk management process 

10. Explain the importance of risk assessment and evaluation    

11. Document risk identification and assessment results 

12. Choose appropriate risk response action
13. Conduct risk monitoring and control procedure
14. Define qualities and characteristics for risk manager’s role

15. Understand the communication lines during the risk management process

16. Conduct risk audit analysis and provide report

17. Get familiar with main common risk categories and risks (technical, organizational,  financial, contractors, etc.) that are specific for software development and maintenance process

18. Define CASE tools and risk management environments 

19. Get familiar with existing risk management software

20. Prepare  the final report for the course 

Soft skills

1. Work within a team and understand team dynamics 

2. Be able to effectively communicate their work (Presentation skills) 

3. Be able to write a project report (report writing skills) 

4. Be able to reflect on their own work as well as the work of others (evaluate their experience) 

	II. Course Plan
№
	 Topic Name
	Course Hours, Total
	Audience Hours
	Self Study

Lectures

	
	
	
	Lectures
	Practical

Studies
	

	Module 1 

	21
	Risk management fundamentals. Specifics of IT industry and projects
	12,5
	1
	1,5
	10

	32
	Overview of  the main standards and methodologies on RM: MSF, RUP, XP, PMBoK
	12,5
	1
	1,5
	10

	23
	Key success factors and problem areas in IT
	12,5
	1
	1,5
	10

	44
	Key risk factors: quality improvement and requirements tracking
	12,5
	1
	1,5
	10

	55
	Risk Taxonomy/ classification. Risk  factors
	13,5
	2
	1,5
	10

	66
	Risk management process: Identification
	13,5
	2
	1,5
	10

	77
	Risk management process: Qualitative assessment
	13,5
	2
	1,5
	10

	
	Module 1, totally:
	90,5
	10
	10,5
	70

	Module 2 

	88
	Risk management process: Quantitative assessment and modeling
	13
	1
	1,5
	10

	99
	Risk management process: risk response and control
	13
	1
	1,5
	10

	110
	Risks in IT outsourcing
	13
	1
	1,5
	10

	111
	Risks and information security
	12
	1
	1,5
	10

	12
	Organization of risk management. Team management
	12
	1
	1,5
	10

	113
	IT Risk management Audit
	13
	1
	1,5
	10

	114
	Software Tools in risk management
	14
	1
	1,5
	10

	
	Preparation for final exam – course review and Q&A session
	13
	1
	1
	10

	
	Module 2, totally:
	99,5
	8
	11,5
	80

	
	TOTAL:
	190
	18
 
	22
 
	150
 


Topic 1. Risk management fundamentals. Specifics of IT industry and projects.
Vocabulary,  Why do we manage risks nowadays? Characteristics of Risk, Definition of RISK.  Positive risks and negative risks, IT project specifics. Software projects risk failure, Lifecycle Planning and risk management.

Topic 2. Overview of  the main standards and methodologies on RM: MSF, RUP, XP, PMBoK.   

The need of  methodology.  Risk management as an integrated element of modern management. Problems with applying methodology benchmarking and best practices. CMMI Maturity Levels and Risk Management  in the CMMI. Risk Management Principles
Topic 3. Key success factors and problem areas in IT.   

The Triple Constraint framework.  Risks associated with changes. Change management – guidance to avoid risks. What is the reason for IT project ? Difference between Buyer and end users. TOP-10 Implementation Failures. Information Technology Success Potential Scoring Sheet
Topic 4. Key risk factors: quality improvement and requirements tracking.

The quality in Software Engineering. Measures of Information System Input & Output. Total Quality Management key principles. Key CMMI principles.  6 SIGMA for eliminating defects 
(statistic measurement of quality). Quality management by the leading software developers. Tecniques for Defining Stable Requirements.

Topic 5.  Risk Taxonomy/ classification. Risk  factors.
Classification approach.  SEI Risk Taxonomy and classification of software risks. Classification by core knowledge areas and by quality metrics.  Sample Risk Breakdown Structure. Risk dependency, risk factors / sources of risks. Sources of software risk (systems context). The questions to identify potential risk.  Cause-effect risk structure. Risk statement, risk owners, examples of Risks for software development.

Topic 6.  Risk management process: Identification
Introduction to the main risk processes stages.  Stage 1: Risk management planning and topics addressed in a risk management plan. Risk Tolerance / Appetite.  Contingency and Fallback Plans, Reserves. Stage 2: Risk Identification guidance. Tools and techniques for risk identification. Definition of risk attributes or characteristics.
Topic 7.  Qualitative assessment.
Stage 3: Risk Qualitative assessment. Assessing the impact and likelihood of identified risks. Analyzing  numerically the probability of each risk and its consequence on project objectives. Risk impact matrix: probability and impact. Calculating Risk Exposure. Problems of Measuring Risk.
Topic 8.  Qualitative/mathematical assessment and modeling.
Application of methods for numerical analysis of cost and probability for the identified risks using special tools and software. When to perform quantitative assessment: drawbacks of quantitative assessment. Tools and methods of quantitative analysis.  Scenario analysis, sensitivity analysis/tornado chart, Monte-Carlo simulation, Decision Tree framework.
Topic 9.  Risk management process: risk response and control.

Stage 4: Risk response planning – how to  translate the prioritized risk list into action plans with detailed definition of response strategy.  Risk response plan structure.  Contingency Planning Now or Emergency Relief Later. Risk response actions and Risk response strategy definition.  General Risk Mitigation Strategies for Technical, Cost, and Schedule Risks (examples).
Topic 10.  Risks in IT outsourcing.
What is IT outsourcing. IT outsourcing: statistics.  Levels of IT outsourcing. Outsourcing trends and reasons of IT outsourcing. Global survey on Outsourcing drivers by Isaca.  Key ingredients for successful IT outsourcing.  Steps to help ensure successful execution of IT outsourcing.  IT outsourcing agreements checklist.
Topic 11.  Risks and information security.
Information security  role in protecting the assets of an organization.  ISO standards: information security.  COBIT and information security.  Main security characteristics:  Confidentiality, integrity, availability. Key assets of information security, threats classification.  Identification & Authentication controls. Information security risk management steps.

Topic 12.  Organization of risk management. Team management.

IT and human factor,  the specifics of IT project staffing.  Organizational System: roles, norms, organizational culture. Recent trends affecting it people management. Human factors that will cause problems in implementation.  How to prevent HR risks and project failure.  Proper project team organization is one of the key constraints to project success. Risk manager role,  other interested parties.
Topic 13.  IT Risk management Audit.
Audit of information system: how to determine whether the IT system is maintaining data integrity and operating efficiently in order to meet the organization's goals. Classification of IT Audit. Scope of IT audit and objectives/ why we need IT audit?   Audit process and explanation. Example of audit questionnaire to identify and avoid IT risks.
Topic 14.  Software Tools in risk management.

System Selection Criteria, software development options. What to choose: packaged or custom IT solution? Localization of the information system. How to select a packaged software product. Request for Information Contents.  Definition of requirements to software product.  Risk management software vendors (leaders) and classification. Software risk management tools.
III.  Grading System:
- [A] MT- end-of-1st module control point which controls the execution of the case-study given during 1st module.

-  [B] Home assignment (HA) based on 12 home tasks (in accordance to lecture material)

- [C] concluding check: final exam (E) at the end of 2nd module (the last module of the course).
Work activity during seminar hours in 1st, 2nd modules to be controlled by the use of keeping students attendance records and scoring (evaluation) involvement into discussions as well as quality of exercise performance during seminars.  

Ultimate grades of the concluding check (FE) on ten-point scale are obtained as follows:

FE = 0.2*MT + 0,2*HA + 0.6*E,
As always, calculated value of FE is rounded to integer grade, considering work activities (WA) during seminar lessons.  

end-of-module control point (MT, end of first module) and final examination (FE) given in the second module.  During the 1st and second module students are working on the home assignment (business-case) to be checked at the end of the first and second module (before the exam).
Conversion of the concluding rounded grade (FE) to five-point scale grade is done in accordance with the following table:

Summary Table: Correspondence of ten-point to five-point system’s marks
	Ten-point scale [10]
	Five-point scale [5]

	1 - unsatisfactory

2 - very bad

3 – bad
	Unsatisfactory- 2

	4 – satisfactory

5 - quite satisfactory
	Satisfactory- 3

	6 - good 

7 - very good
	Good - 4

	8 - nearly excellent

9 - excellent

10 – brilliantly
	Excellent- 5


IV. Guidelines for Knowledge Assessment
1. Home assignment. 
Home assignment is made as a paper report based on the case study assignment. Case study describes the real IT software development project and suggest to apply various tools and techniques of risk management for the each stage of life cycle.   In the report students should demonstrate their knowledge on the following practical areas and be able to: 
· Develop own risk classification based on selected criteria, considering risk causes and risk factors
· Identify risks for the given situation with different methods and structure identified risks in a risk register form

· Define risk probability and risk impact, calculate risk exposure and rank risks according to their priorities

· Perform quantitative risk analysis by using Decision Tree technique and calculating Estimated Monetary Value (EMV)

· Get familiar with different response actions, choose the appropriate action and define preventive and corrective actions

· Create risk reporting documentation with accordance to team needs

· Get used to communication channels and means, identify main participants of project communications, create communication plan and define organizational risks

· Distinguish technical, functional and general requirements for the Risk management software/product, understand who is the owner of the requirement

· Conduct IT audit, develop questionnaire for current status analysis and risk assessment

2. Class activities and preparation for the test includes study of the following topics:

· Risk management fundamentals. Specifics of IT industry and projects

· Overview of  the main standards and methodologies on RM: MSF, RUP, XP, PMBoK

· Key success factors and problem areas in IT

· Key risk factors: quality improvement and requirements tracking

· Risk Taxonomy/classification. Risk  factors

· Risk management process: identificaiton

· Risk management process: qualitative assessment
· Risk management process: quantitative assessment and modeling

· Risk management process: risk response and control

· Risks in IT outsourcing

· Risks and information security

· Organization of risk management. Team management

· IT Risk management audit

· Software tools in risk management
3. Preliminary questions for the test / exam:

· What is the place  and role of risk management in software engineering development process  
· What are definitions of risk?

· What are the major problems that face software engineers while developing and maintaining IT projects?  

· Why it is important to manage risks across the software development and maintenance life cycle.

· Describe the main risk management standards and methodologies by category (general / management / software)  
· What are the general risks, typical for each life cycle during software development and IT project?  

· What are the main entities for software risk classification? What are the specifics of IT risk classification and its difference from other risk clarifications?

· What are the core stages of the risk management process?  

· What are the basic tools and techniques applicable for risk identification? How to choose the appropriate tool?

· What is the prioritization procedure in risk management looks like? How to range a list of risks? 

· How to create a risk management plan? What is the structure and contents?

· What are the interactions between software development team with risk management processes in place?

· What are the specifics of IT risks? Why software projects are often failure?

· Describe the main risk identification techniques: brainstorming, fishbone, Delphi, SWOT analysis, Crawford cards, etc.

· Describe the techniques for risk assessment: scenario analysis, Decision Tree analysis, modeling techniques such as Monte-Carlo simulation, etc.

· Describe the responsibility and accountability of risk management activities in IT operations

· Clarify the business value that can be realized by creating a risk management culture?

· What are the roles and responsibilities of risk manager?  What he should do and what is out of his responsibilities?

· What are the main tools and techniques for risk assessment process? How to choose the appropriate tool?

· What is the aim of risk audit? What is the structure of IT risk audit report?

· What are the main risks of information security?

· What are the main risk response actions? What is the difference? 

· How to perform risk monitoring and control? What interested parties should be involved in monitoring process?

· What CASE tools are available to support risk management process? 

· Are there any software packages and programs available in the software market to automate some of risk management processes? What can be automated?

V. Resources
5.1. Books:

· Avdoshin S., Pesotskaya E. Business informatization. Managing risks. Moscow: DMK Press, 2011. [in Russian].

· Lipaev V.V. Analysis and mitigation of risks in complex software programs. Moscow: Sinteg, 2005. [in Russian] 
· DeMarco Tom, Lister T. Waltzing with bears: managing risks of software projects. М.: p.m.Office, 2005. 

· Sommerville I. Software Engineering (8th Edition). Pearson Education Ltd., 2008.
· Boehm B. Software Risk Management: Principles and Practices. IEEE Software, 1991.

· Chapman C.B., Ward, S.C. Project Risk Management, Processes, Techniques and Insights, 2nd Edition. John Wiley. Chichester, UK, 2003.

· Conrow E.H. Effective Risk Management: Some Keys to Success, 2nd Edition. American Institute of Aeronautics and Astronautics. Reston, USA, 2003.

· Cooper D. Tutorial Notes: The Australian and New Zealand Standard on Risk Management (AS/NZS 460). Retrieved: may 2004 from http://www.broadleaf.com.

· Del Cano A., De La Cruz M.P. Integrated methodology for project risk management. Journal of Construction Engineering and Management. 2002, 128(6): 473-485.

· Haimes Y.Y., Kaplan S., Lambert J.H. Risk filtering, ranking and management framework using hierarchical holographic modeling. Risk Analysis. 2002, 22(2): 381-395.

· Kwak Y.A. Stoddard J. Project risk management: lessons learned from software development environment. Technovation, 2003, 24: 915-920.

· Pipattanapiwong, J. Development of Multi-party Risk and Uncertainty Management Process for An Infrastructure Project. PhD Thesis, Kochi University of Technology. Kochi, Japan. 2004.

· PMI (Project Management Institute). A Guide to the Project Management Body of Knowledge (PMBoK). Newtown Square. Pennsylvania, USA. 2004. 

· Software project risk management Technical Report, by  DET NORSKE VERITAS, 2008.

· Software Engineering — Guide to the Software Engineering Body of Knowledge (SWEBOK) TECHNICAL REPORT ISO/IEC TR 19759 IEEE First edition 2005-09-15.
· CMMI® for Development, Version 1.2, CMU/SEI-2006-TR-008 ESC-TR-2006-008.
· David G. Ullman, Mechanical Design Failure Analysis: With Failure Analysis System Software (Mechanical Engineering), 2008.
· Software Engineering Inst. Carnegie Mellon Univ. The Capability Maturity Model: Guidelines for Improving the Software Process. SEI, 2008.
· Michael E. Bernstein, Eric J. Braude, Software Engineering: Modern Approaches. Wiley, 2 edition, 2010.
· Shari Lawrence Pfleeger and Joanne M. Atlee. Software Engineering: Theory and Practice (4th Edition). Prentice Hall, 2009;

· Myer Kutz, Eshbach's Handbook of Engineering Fundamentals, 2009.
· Hisashi Kobayashi, Brian L. Mark, System Modeling and Analysis: Foundations of System Performance Evaluation. Prentice Hall, 2009.

· Martin L. Abbott, Michael T. Fisher. The Art of Scalability: Scalable Web Architecture, Processes, and Organizations for the Modern Enterprise. Addison-Wesley Professional, 2009.
· Heldman K. Project Manager's Spotlight on Risk Management. 2004.

5.2. Internet-based Publications:

· SEI Continuous Risk Management HandBook, http://www.sei.cmu.edu/programs/sepm/risk/risk.mgmt.overview.html

· Ian Sommerville’s web page with available training materials: http://www.comp.lancs.ac.uk/computing/resources/IanS/;

· Software Engineering Conference (Russia) 2008, 2009, 2010 http://www.secr.ru/;

· The Microsoft .NET platform: www.microsoft.com/net − The Microsoft Solution Framework methodology  / MSF Risk Management Process Whitepaper, 2004: www.microsoft.com/technet/itsolutions/msf/default.mspx;

· Fowler M. Patterns of Enterprise Application Architecture. Addison-Wesley, 2003. http://www.martinfowler.com/articles/newMethodology.html;

· Dempsey Jed, Dvorak Robert E. and others. A Hard and Soft Look at IT Investments,  www.mckinseyquarterly.com.

· IBM Rational Unified Process (RUP) methodology, 2003, www.ibm.com;

5.3. Other Recommended Sources of Information, including Ones under Free Electronic Access:

· Miller J.H., Page S.E. Сomplex Adaptive Systems. An Introduction to Computational Models of Social Life. Princeton University Press, 2007.
· COBIT 3rd Edition, Released by the COBIT Steering Committee and the IT Governance Institute, July 2006;

· Ramage M., Shipp K. Systems Thinkers, Springer (The Open University), 2009. Google Books.
· Capers Jones. Assessment and Control of Software Risks. Englewood, NJ: Prentice-Hall, 1994.
· Carr Nicholas G. IT Doesn’t Matter. Harvard Business Review, 2003.
· Enhancing Shareholder Wealth by Better Managing Business Risk. IFAC, 1999.
· Heldman K. Project Manager's Spotlight on Risk Management. 2004; 

· IT Governance Institute, COBIT 4.1, 2007, www.itgi.org.
· Microsoft Technology Strategy Consulting. Benefits Driven Approach to Strategy Building on Benefits Management to Address the Challenges of IS/IT Strategy and Planning, 2000.
· Project Management Body of Knowledge (PMBOK). Project Management Institute, Drexel Hill, Pennsylvania, 2004. 

· Roel Leus. The generation of stable project plans: Complexity and exact algorithms. 2003.
· Ronald P. Higuera and Yacov Y. Haimes. Software Risk Management.  SEI Technical Report, 1996.
· RiskDRIVER Project Risk Management Best Practice Guide 3rd November 1999.
· Standish Group CHAOS Report, 2008,  www.standishgroup.com;

· Waring A., Glendon A. Managing Risk. International Thomson Business, 1998.

5.4 Special Equipment and Software Support (if required)
	##
	Type

	Access

	   1.
	 Microsoft Windows 7 Professional RUS
Microsoft Windows 10

Microsoft Windows 8.1 Professional RUS
	Internal HSE network

	22.
	    Microsoft Office Professional Plus 2010


	Internal HSE network


5.5. Special Databases, Information Systems, Internet-Resources
No special requirements. Open courses and HSE e-Library
5.6. Logistical Support
Classrooms for lectures on the discipline are equipped accordingly for the use and demonstration of thematic illustrations corresponding to the program of the discipline, consisting of:

- PC with Internet access (operating system, office programs, anti-virus programs);

- Multimedia projector with remote control.

Training rooms for self studies of the discipline are equipped with PC with Internet access, with the ability to connect to the Internet and access to the electronic educational environment of HSE.

Author of the program: _________________________ Elena Pesotskaya
